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Experience

Dec 2023 – present
Remote

Credo Technology Services, Infosec Engineer Intern
Working on the deployment of ForgeRock Identity and Access Management Solutions, 
including integrating applications using SAML, OIDC, and OAuth.

Jun 2023 – Feb 2024
Remote

Logic Finder, Cyber Security Engineer
Contributing to a security product, focusing on the detection of multiple cyber security
attacks using ML techniques.

Jul 2023 – Aug 2023
Blue Area, Islamabad

Nayatel, Cyber Security Intern
Gained hands-on experience in diverse areas of systems and security, including network
configuration, SIEM solutions, penetration testing, and Linux administration.

Dec 2022 – present
FAST NUCES, Islamabad

Protect Lab, Software Engineer
Worked on Aniketos (Internal Network Scanner), developed Protect Lab's website, and
overseeing multiple ongoing projects within the lab.

Jul 2022 – Oct 2022
Remote

ThincsCorp, Threat Hunting Intelligence and Research Intern
Gained experience in Risk Management and Malware analysis with Cuckoo and FLARE.

Jul 2022 – Oct 2022
FAST NUCES, Islamabad

Quest Lab, Software Engineering Intern
Gained hands-on experience in web scraping and full stack development.

Education

Aug 2020 – Jun 2024 FAST, National University of Computer and Emerging Sciences, BS Cyber Security

Projects

SecT, Zero Trust Network Access Solution (Ongoing)
Replacing traditional VPNs with a Zero Trust Network, providing minimal, role-based access to resources through a
centralized management console.

Aniketos, Internal Network Scanner
A full-stack application with client-server architecture in Tkinter, Flask, and Angular for vulnerability assessments by
scanning internal network hosts.

Jihaadi, Windows-11 Defender Evasion
Python compiler for obfuscating payloads to bypass Windows Defender & SmartScreen.

RiskWarden, ML Based IDS
Web-based AI-assisted IDS to detect SQLi attacks using Neural Networks and Natural Language Processing.

Certifications

Certified Application Security Practitioner Microsoft Certified - Azure Fundamentals
AZ-900

Skills

Penetration Testing Digital Forensics Malware Analysis Web Security Network Security Data Scraping
Cloud Computing: Azure, AWS C/C++ Python Flask MERN NextJS Golang HTML/CSS/JS SQL
ELK Stack Devops: Docker, Jenkins Git IAM ForgeRock Identity Platform OAuth OIDC SAML

Achievements

Gold Medal, Secured Gold Medal in consecutive 7 semesters for academic achievement.

Rector's List of Honor, Recognized in the Rector's List as one of the top 4 GPA achievers.

Dean's List of Honor, Recognized 5 times in the Dean's List for maintaining a GPA of 3.5 and above.

Quiz Competition Winner, Closing ceremony of Ignite National Hackathon 2023.
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